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The Attribute-Service is a realisation of the in WS-Federation [8] only conceptually de-
scribed Attribute-Service. Its interface is a profiled version of the SPML-standard [10]
(Service Provisioning Markup Language) and provides the SPML operations lookup
and search.

Identity data is transferred using the ID-SIS-PP standard [12], which defines syntax
and semantics for serialising an identity with all its attributes into a defined XML-
representation.

If more then one TD has to combine and federate their identity data a Virtual Attribute
Service can be implemented. The Virtual AS queries the Attribute Services of the TDs
and combines the identity data. The Virtual AS is transparent, that means it has an
SPML interface identical to the interface of a TD-AS; it can query the TD-Attribute Ser-
vices by only passing on the user query.

The WS-Security [5] binding is used to secure the message exchange between client
application and AS. Security is established by a symmetric key that is issued by the
IdP.

3.1.2 Provisioning Service (PS)

The Provisioning Service provides a consistent interface for data administration ser-
vices. It allows administrators or users to add, modify or delete identity data. The inter-
face implements the SPML-standard [10] and provides the SPML operations add,
modify and delete. While administrators should have general rights to modify the data,
users are only able to modify attributes, which were not checked in the registration
process.

Again a WS-Security [5] binding is used to protect the PS from fraud and provide safe
authentication and authorisation via the IdP.

3.1.3 Identity-Provider (IdP)

The Identity-Provider is the central instance for authentication in each TD. Registered
users can use the IdP to prove their identity. The IdP confirms the correct authentica-
tion of the user by issuing a security token. These security tokens contain information
about the identity and the attributes of the user. The user can use the token to claim
his identity against a service. Because of the trust relationship between service and
IdP the service can be sure of the users’ identity.

Every service that belongs to a Trust Domain has to implement authentication via a
security token, in particular also AS and PS.
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The S.A.F.E.-IdP confirms authentication by issuing SAML 2.0 [11] assertions as secu-
rity tokens. These SAML-tokens are profiled to contain the following information about
the user:

e The unique identity descriptor

Attributes, especially a role attribute
Information about the registration procedure
Information about the authentication procedure

It is also defined, how this information is syntactically represented in the SAML-token.

The implementation of the IdP strictly follows the WS-Trust standard [7].

3.2 Conceptual features

The described architecture was designed to meet specific conceptual features, espe-
cially the following:

Platform independence -
The described services can be implemented on different platforms like .NET or JAVA.

Interface centric design -

S.A.F.E. primarily defines interfaces on the base of open international standards. This
leaves a lot of freedom to the developer for the design of specific components but
achieves the interoperability of components from different vendors.

Scalability -

Because S.A.F.E. is an open concept and not restricted to a particular application or
subject a high scalability is absolutely necessary. By structuring ldentity Management
in Trust Domains it is possible to realise also large scale scenarios. Also distributed
data ownership can be supported by grouping the Identities for their functional or spa-
tial aspects.

Consistent naming conventions for attributes -

To maintain a federation it is necessary that all federation partners have the same un-
derstanding of the syntax and semantics of attributes. It is necessary for all federation
partners to make use of the S.A.F.E. naming conventions. Attribute representations
are defined for attribute representation in a SAML-token as well as for the ID-SIS-PP
provisioning objects that are used to by AS and PS. Instructions show, how the set of
attributes can be extended by new ones.

OSCI 2.0 conformity -
S.A.F.E. is compatible to the forthcoming transport-standard OSCI 2.0, and it extends
OSCI by Identity Management aspects.
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Open for various registration methods -

In many Identity Management scenarios there is a strong focus set on the possible
registration methods, for applying a digital identity and assuring the correctness of the
attributes. Surely many different registration methods are possible, all of which have
different security and integrity (correctness of the data). The S.A.F.E.-base concept
however does not set any guidelines to the registration process; anything is allowed.
Establishing a new registration process in a derived application concept, leads inevita-
bly to the question about the security of the registration process. This security level of
the registration process has to be put into the SAML-token, so every service can de-
cide if the registration provides enough security for a possible access.

Concrete registration methods are described in the derived concept [2] where the con-
crete services are defined and their demand for security can be evaluated. Registration
methods could be:

Online self registration without attribute check Low security
Registration via Postldent High security
Registration by a civil servant in presence of the individual High security
Registration by electronically reading an ePass Normal security

Table 2: Examples for registration methods

Open for various authentication Methods -

Like registration methods there are also different authentication methods that provide

variable security. Passwords can be guessed, software certificates can be stolen, cer-
tificates stored on a smartcard provide higher security. Again concrete authentication

methods are described in document [2]. Authentication Methods could be:

Username/Password Normal security
Software Certificates Normal security
Smartcard Certificate with PIN High security
CardSpace High security
OpenID Normal security

Table 3: Examples for authentication methods

Confirmation of registration and authentication process -
To be able to judge and to trust the information that the IdP confirms in the issued to-
ken, it is also necessary to know details about registration and authentication proc-
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esses of an identity. The IdP thus has to provide information about these processes.
By evaluating this information the accessed service can get an idea of how sure it can
be that the IdP provided information is correct.

Open design, expandability

With the division of the S.A.F.E.-concept into two parts, it is possible and desirable that
other concepts for E-Government applications set on top of the S.A.F.E.-base concept
and thus first federable and later FIM scenarios are evolving in the whole German
governmental sector.
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